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dram 1
FRdu

Mark 1.00 out of 1.00

TaguseaoduasnsaLfiunIsAIuANAIU
Uaaasialunssiiunsusmsanudasda
a¢'ls? (What is the purpose of
implementing security controls in the risk
management process?)

a. wiazdadasinifouua (To
eliminate all vulnerabilities)

b. auiustduaNdes (To
increase the level of risk)

c. wiaaamnudnelvaglusyduit
gausu'le (To mitigate the risk to
an acceptable level)

d. walviuilannstaudme'laiuas
aztflulal'li'le (To ensure that a
cyberattack would be
impossible)
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dram 2

La5adu

Mark 1.00 out of 1.00

daTniluusunuasanuiuaslaanduda
a¢'ls? (What is a vulnerability in the
context of security?)

dau 3

ERdu

andauvataunwsadiidagiu
ssuunsadiulsenau (An inherent
weakness or flaw in a system or
component)

dupauisiunisiiafaius
nsgvindaanau (The steps taken
to discourage threat actors)

Asassvindigniaiihaegnsevin
fuanau (The act of being
targeted by threat actors)

nszuIuNIsanANnaulauag
avanslugiusiihvune (The
process of decreasing the
organization's attractiveness as
a target)

Mark 1.00 out of 1.00

Anlaiitdiiaasinensvd@nanisie
Aounldndvannuaneisn1sigauaInu
sasiividaunnnitifuaisa? (What is the

term used to describe granting users
access only after successfully
demonstrating two or more methods of

authentication?)

nMsAgUdIauLuuiladuLien
(SFA) (Single-factor
authentication) (SFA)

AMsAgRUMauLLUBaIaday
(MFA) (Multi-factor
authentication) (MFA)

MsRgRimaulaalddnway
Lanng (Characteristic-based
authentication)

AsAgaUmauTaaldnidu
(Token-based authentication)
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dawm 4
La5adu

Mark 0.00 out of 1.00

ag'lsdamnurinmeananlunisineininu
fuvasdiaya wasasdamsiuslasuui
anafid9LnAeszuuanniaAIasAaNRInasT
gAYnIn Miaualwdiatufiadarifidaini?
(What is the main challenge in achieving
confidentiality when dealing with system
users who may be accessing the system
from compromised machines or
vulnerable mobile applications?)

a. Mssvurayaiavdunaau
(Identifying sensitive
information)

b. AsilasAuanasisvleida
aeauan (Defending against
external stakeholders)

c. NIRIRNARTEUINIANSIENET
lasuauaneauaznisdnilasdaya
(Balancing authorized access
and data protection)

d. msmuaumsindaiailailas
aiaya (Regulating access to
protect data)

dam D
LaEadu

Mark 1.00 out of 1.00

garunsal: iusnuenulaaasiauas
AYANTILATITUDIANTUDIAUANNNNNDIUDY
Wnsevinduanauiiiavinanaainlainvinta
winundearafuiihmnadvaula uh
wnazadnsiiaeviidaasls?(Scenario:
An organization's security team analyzes
their organization from the perspective of
a threat actor to understand why they
might be an attractive target. What is the
goal of this analysis?)

a. asBausiAmAusaana
(Learning about threats)

b. AsaadasTui (Decreasing
vulnerability)

c. AsszuAaIInI (Identifying
vulnerabilities)

d. nmsAaduinszvindaanaiu
(Discouraging threat actors)
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dram 6
La5adu

Mark 1.00 out of 1.00

WBanmdoRnsandadudaaulal g
walinaseiydilalunitaasasnsan
dayasiud iy dadiu dag vunaauias
1Ashin wasTnsdwy uazdiua uanannfide
aaaygnalddayaiadetannumiens
aaauazwtviiufugananedy s
UssiunarNduaridquardunisidiaue
dayasiud Todndulalida nsassvin
aasifmlunsdddaflunsusmsanu
Weowuula? (Precha is deciding whether
to make an online purchase. The vendor
wants Precha to create a new user
account and requests Precha's full name,
home address, credit card number,
phone number, email address, the ability
to send marketing messages to Precha,
and permission to share this data with
other vendors. Precha decides that the
item for sale is not worth the value of
Precha's personal information, and she
decides not to make the purchase. What
kind of risk management approach did
Precha take?)

a. MTEANsUANNLELY
(Acceptance)

b. ATUTIIMUTaRANAUAIULELY
(Mitigation)

c. Msaralauanuday (Transfer)

d. nsudnldaeanuideg
(Avoidance)
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danu 7
\a5adu

Mark 1.00 out of 1.00

TaniszavduasuTaunanistiusns lunin
Ufiidn1sianisdayadaayls? (What is
the purpose of retention policies in data
handling practices?)

PPN

a. walvwilaindfideudafivua
menguanauazdaivdu (To
ensure compliance with legal
and regulatory requirements)

b. WamnuassduaNudaulminas
aaya (To define the sensitivity
levels of data)

c. wialdeunsuhsisianis
{lavAudiaya (To implement
encryption for data protection)

d. wadmusaainlifudayaniu
yar1ua9iu (To assign labels to
data based on its value)

o 8
\a5adu

Mark 1.00 out of 1.00

EiuunihlumsannsasAvuadtayada
a¥'ls? (What is the recommended
method for reducing data remanence?)

a. awalnsallaansidauiuele
A17gu (Clearing the device by
overwriting with random values)

b. vinmsasavdayaciuilsyan
(Performing regular data
backups)

c. \Aurayalusanuiivitaansiauan
&a1ui (Storing the data in a
secure off-site location)

d. wsEdayanaunsal
(Encrypting the data before
deletion)
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dawm 9
\a5adu

Mark 1.00 out of 1.00

TWAduvinuavavansgnualaniaay vinlu
ANuANYsaluasiayauingnazida dotiu
assudunsnasmsiaiiaudlatlogwd?
(An organization's log files have been
edited or deleted, compromising the
integrity of the log datA) Which measure
should be taken to address this issue?)

a. winanualunsiaAuuasda’lva
1fusin (Increase the storage
capacity of log file media)

b. vinnmsesasautuviniuysedn
(Perform regular log reviews)

c. ldnesmsmuauiailasiunis
wl8auuilaeAbildsuauana
(Implement controls to protect
against unauthorized changes)

d. a9AFAUNIFATIATUIA ALY
aan (Monitor ingress and egress
traffic)

dam 10
\a5adu

Mark 0.00 out of 1.00

aglsmsiluaaniundnzasmsilnavsuia
g59anuassuiinsuaulaanduuag
aiaya? (What should be the primary
focus of awareness training for
information security?)

a. AsEEMWIANaNTiLiuAg
a9Inw (Creating a punitive
environment)

b. AsszUuALRYINHYARATIaLLR
audaaadt (Identifying and
penalizing individuals for
security breaches)

c. AsduFulsTauANTallTILIN
gmsunnau (Promoting a
positive experience for
everyone)

aea

d. AsfusasnsdfiGeuutaune
uazdfunauatnoAsonsn
(Ensuring strict adherence to
policies and procedures)
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dram 11

\a5adu

Mark 1.00 out of 1.00

¥inluign1sTaudwuy social engineering
JFufidsz@nann? (Why does social
engineering work effectively as an attack
method?)

dawm 12

\a5adu

wnziuanduansusviduday
(It relies on sophisticated
software)

g ladlssTamiannuu iy
wafinssuuanuw (It exploits
human tendencies)

wsTuAmTasAuinenie
wmadladuge (It involves
advanced technical skills)

szdusanTANsIndvseuL
MmN (It requires physical
access to systems)

Mark 1.00 out of 1.00

TanuszavdAuasuTaunanistAvinm lunin
Ufiicin1sianistayadaasls? (What is
the purpose of data retention policies in
data handling practices?)

Waldeunisisiaiianis
ilavAudaya (To implement
encryption for data protection)

Wialviuilandayagaiiutily
svaznaiisdluniafidsylami
(To ensure data is kept for the
required or useful period)

Waduuatadi vuanIsdinaain
gmsudaya (To define the
labeling requirements for data)

Wadmuaanuaaulmuastiaya
(To determine the sensitivity of
data)

https://Ims.eastgatetech.co.th/mod/quiz/review.php?attempt=27496&cmid=239

Pre-Test: Attempt review

7116



10/10/24, 5:29 PM Pre-Test: Attempt review

dnm 13
\a5adu

Mark 1.00 out of 1.00

garunsailasialdfiuanelvitiudondnnis

va ol

wpsdndiamianigalafvian? ( Which
of the following scenarios best
exemplifies the Principle of Least
Privilege?)

a. w@wzuanalasuauaaluunun
asanaduduvinfuianinseg
LazwAludayanIInNIsI UL
u31aa'ls ( Only authorized
individuals in the billing
department can view and modify
consumer financial data.)

b. wilnsrunaausunsadnfviaya
anAiduanudnlataglididn
( All employees have
unrestricted access to
confidential customer data.)

c. Hlimnauluasdnsidnaings
szuuuazuallwaiafuionualu
seaurpuaszuu ( Every userin
the organization has
administrative access to all
systems and applications.)

d. winnustusainbdslnauas
Wamasiovuauuiaiaznalalag
liifisiad1im ( Employees can
access all files and folders on
the network without restrictions.)

dowm 14
\a5adu

Mark 0.00 out of 1.00

TussuunisaiuauAsinfowuuiefy
(MAC) tasfidrunalunisualungaiiu
Uaaadod nsullduaznswenns? (Ina
Mandatory Access Control (MAC)
system, who has the authority to modify
security rules for subjects and objects?)

a. fladvuusazau (Individual
users)

b. auaszuu (System
administrators)

c. LA ualunind (Asset owners)

d. pauassuudiumulaande
(Security administrators)
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dawm 15
\a5adu

Mark 0.00 out of 1.00

s“mﬁ:uaawﬁnmussﬁumoqnmmmfi"mi'n
Wvinmihdidugdanisunun Tovinviaa
iadumnlifinisuldaudnandududa
ag'ls? ( Ajunior worker's permissions are
temporarily expanded to act as a
department manager. What potential
issue can occur if their permissions are
not changed back?)

a. unum'linsedu ( Role
mismatch)

b. AsAuARIULRIRNETLAY (
Privilege creep)

c. MIANUAAINITAILANAITLAIEAY
fawanm ( Access control
misconfiguration)

d. Andnsuindelaiiaswa (
Insufficient access privileges)

dram 16
\a5adu

Mark 0.00 out of 1.00

Matlangasfian1saIuAuANY
Uaaasia? ( Which example represents a
security control?)

a. AMIAMVUARNNUAEY CIA (
Defining the CIA Triad)

o o v o = '
b. AsuisiRdayanasiaaanaau (
Encrypting sensitive data)

c. mMsadansindeing ild uazng
( Limiting access to objects,
subjects, and rules)

d. nsaadelWfaasifailasiuns
ihder'li'le¥uaugna ( Installing
a firewall to prevent
unauthorized access)
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dawm 17
\a5adu

Mark 0.00 out of 1.00

asMIIvaineildidaannnudnet
WAl diiansRiandaals? (
What are some measures used to
mitigate risks associated with privileged
accounts?)

a. Aseasadaudnaninaduy
dmsusladlaii&nafee
Stricter authentication for non-
privileged users.)

b. aseamasautigydglivirllane
asidaaunndu ( Auditing regular
user accounts more extensively.)

c. MIaNAFaulsEIfduarnITnma
gaunanstdutiluilsza (
Regular background checks and
financial investigation.)

d. nsffuvinuaznisaiuaunsian
fovianAn ( Limited logging and
access control.)

dam 18
\a§adu

Mark 1.00 out of 1.00

uanwwaaaau UNIX Admsauaunns
wndsuuuiiante (DAC) U3 laaselna
uazlvians uusslunisinfouazudla e
ffu sounsaifuaaelvitiiudeazls? (Ina
UNIX environment with discretionary
access control (DAC) in place, Precha
has created a file and granted Montri
permission to access and modify it. What
does this scenario demonstrate?)

a. A1TAMILANAITLANEIAINLNLIN
(RBAC) ( Role-based access
control) (RBAC)

b. nsmIuANASLENGIaNAY (
Rule-based access control)

c. MsAuANNISLENAIMUARAATR
(DAC) ( Discretionary access
control) (DAC)

d. wdnnsuasdndihiasiian ( The

principle of least privilege)
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dam 19
La5adu

Mark 0.00 out of 1.00

sluuuusmsaansuuulailviniside
ualwaiaturansiusitasslnagunavia
#1usn1saa1I6? ( Which cloud service
model provides access to software
applications hosted by a vendor or cloud
service provider?)

a. uSnsuuudadaluasdns (On-
Premises Service - OPS)

b. uwwanwasuiltusais (Platform as
a Service - PaaS)

c. Tasvasotugruiluusans
(Infrastructure as a Service -
laaS)

d. afanduwisifluuinig (Software as
a Service - SaaS)

drawm 20
\a5adu

Mark 1.00 out of 1.00

daa

garunisal: {ladlasudanfidvAnaanaly
llfafulasidudunne faqnaumie
leniuasissianiidaasls? ( Scenario: A
user receives an email that contains a
fraudulent link to a malicious website.
What type of cyber threat is this?)

a. AMstanduuulfiaanisluinng (
DoS attack)

b. Whigmauimas ( Computer
virus)

c. nsUaauuwias ( Spoofing)

d. msuaanamaumnasie (
Phishing)

https://Ims.eastgatetech.co.th/mod/quiz/review.php?attempt=27496&cmid=239 11/16



10/10/24, 5:29 PM Pre-Test: Attempt review

dram 21
\a5adu

Mark 0.00 out of 1.00

fulazaslanaa OSI MsuAauaulunsAy
Aaguaramelvifuisudayaiassioudin
1in? ( Which layer of the OSI model is
responsible for adding destination
addresses to the data frames to create
packets?)

a. Application Layer
b. Physical Layer
c. Network Layer

d. Data Link Layer

danu 22
\a5adu

Mark 1.00 out of 1.00

fulauasTuea OSI AuAanaulunsas
wisuluwe3azina? ( Which layer of the OSI
model is responsible for sending frames
in a network?)

a. Data Link Layer
b. Physical Layer
c. Application Layer

d. Presentation Layer

dau 23
\a§adu

Mark 1.00 out of 1.00

adayamdauduldauduaasluaa OSI
ann Physical Layer 119 Application
Layer asvuNslaiadu? (When data
moves up the layers of the OSI model
from Physical to Application, what
process occurs?)

a. susgnaulni ( Reassembly)
b. n15vianiu ( Encapsulation)
c. NswuvaIU ( Segmentation)

d. nsungvia ( De-encapsulation)

https://Ims.eastgatetech.co.th/mod/quiz/review.php?attempt=27496&cmid=239 12/16



10/10/24, 5:29 PM
dram 24

\a5adu

Mark 1.00 out of 1.00

Tanisyavduav IP Address lutp3azinada
a¢'ls? ( What is the purpose of an IP

address

dram 25

\a5adu

in networking?)

5291153571352 a9LATAANE (
Filtering network traffic)

Auun MAC Address T1fiu
aunsal ( Assigning MAC
addresses to devices)

Wiagdenssney (logical
addresses) & wsuduinasine
ta3a2ne ( Providing logical
addresses for network
interfaces)

fnuanisdansawuudiane
senivalnsaiip3azng ( Defining
wired connections between
networked devices)

Mark 0.00 out of 1.00

avlsAanadantdAguasnisitAsinanse
nun19gsna (BIA)? ( What is a key
outcome of a Business Impact Analysis

(BIA)?)

ANUEIAYURIWTNIIULENNT
an@ ( Importance of customer
service staff)

AFIEUNETILAZNTRINENI9 (
Identification of functions and
dependencies)

nanssnuuisatuinisvinn
uduq ( Immediate effect on other
areas of work)

msuldeulal il uiddineuas
( Transition to permanent office
space)
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dram 26
\a5adu

Mark 0.00 out of 1.00

vinlufvdndudasiansan litissuasseu
WisWnas wssudegruayauazasHow
stuudug uunugduanndaRiad iy
syuuidfuatau? ( Why is it necessary to
consider not only the server level but
also the database and dependencies on
other systems in disaster recovery plans
for complex systems?)

a. adanmsAunsiennduadiadu
afauuavsruus1vg ( To address
the intricate dependencies of the
systems)

b. avinlvnszanunsfAuInAe
Adsilszdnaaiwuindu ( To
streamline the disaster recovery

process)

aaa

C. Lﬁaﬂanmmuﬁaﬁmumma
nguune ( To comply with legal
regulations)

d. uiaaseldanalunsdaifudaya
( To reduce storage costs)

danu 27
IEEEL

Mark 0.00 out of 1.00

TuszningnisnausuadsatnanIsal Mueay
suasaaignIsalaziinnevitayaiidag
uazdayaiNnsasFaAnANRainANN
hladneazuadnansaiLasIaaIsu
ANudAyuadnIsnauduas Aanssutiag
Tugudsenaulauaduuunisnauduadsa
waN15ai? ( During an incident response,
the incident response team analyzes the
available data and threat intelligence to
understand the nature of the incident and
prioritize the response. Which
component of the incident response plan
does this activity belong to?)

a. Mse3aun1s ( Preparation)
b. nsAndu ( Containment)

C. NTATIAIUUALNITILATIEN (
Detection and Analysis)

d. Aanssunaemansal ( Post-
Incident Activity)
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dram 28
\a5adu

Mark 1.00 out of 1.00

fiulsznaulauasununisnauduadca
waMsalviAmTasAunsWamu Tauna
1eFunisawifaneguinis? ( Which
component of the incident response plan
involves developing a policy approved by
management?)

a. Aanssunavianisal ( Post-
Incident Activity)

b. N15ATIRILUALNITIATIEN (
Detection and Analysis)

c. Mse3aun1s ( Preparation)

d. nsdAnfAu ( Containment)

danu 29
\a5adu

Mark 1.00 out of 1.00

o 0o o

vinlusgundniugAudaRidnardegyosaed
ansaadgaulugaunIsalfaRiG? (
Why do critical disaster recovery team
members require checklists in a disaster

situation?)

a. waurdlafymmomafiaseuing
n13f@u ( To troubleshoot
technical issues during recovery)

b. wadluuwwmelunslficoru
YinunaLsTENANATIIUINEaYsT
A1i& ( To guide their actions
amid the chaotic atmosphere of
a disaster)

c. ialwiuilaininsdaansdu
gssazauatvidszdngan ( To
ensure effective communication
with the public)

d. wasnmmsefivnuanizuag
waazwuun ( To maintain
department-specific operations)
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dram 30
\a5adu

Mark 1.00 out of 1.00

AAdnanuuasatifinisaidaayls? (
What is the definition of an incident?)

a. wansalanulaaadaviiiadu
TaamnAmdasfugynn (
Deliberate security incident
involving an intruder)

b. asiAadunidenalaluadang
"3asyuy ( Observable
occurrence in a network or
system)

c. msgaianisauauusanisiila
watayagIuyanalaeliulasu
ayeyne ( Loss of control or
unauthorized disclosure of
personally identifiable
information)

d. wansaivifluduasasannudy
ANNFNYTAL wIaANuWTau AU
2a9sruuaya ( Event that
jeopardizes the confidentiality,
integrity, or availability of an
information system)
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